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Mattord et al.: Editorial

FROM THE EDITORS:
Welcome to the Winter 2021 edition (Vol. 2021, No. 2) of the Journal of Cybersecurity Education,
Research, and Practice (JCERP). Since 2016, it has been the mission of JCERP to be the premier outlet for
high-quality information security and cybersecurity related articles of interest to teaching faculty and
students. We are seeking authors who produce high-quality research and practice-oriented articles
focused on the development and delivery of InfoSec curriculum, innovation in applied scholarship, and
industry best practices in information security in the enterprise for double-blind review and publication.
The journal invites submissions on Information Security/Cybersecurity related themes such as those
found in this edition.
We also continue to have the need for additional reviewers for the Journal. Currently, we have about 30
reviewers that have steadfastly stuck with us, reviewing 3-4 articles per year. We’d rather keep the
reviewer assignments closer to 2-3 per year, but with so few reliable reviewers, it’s becoming more and
more difficult. We tend to get 15-20 submissions per year, accepting 8-10, giving us an overall 50% +/accept rate. We would love to have you join us as a reviewer, so please reach out and volunteer.
In This Issue
For Volume 2021, Number 2 we are pleased to share the following scholarly articles:
1. In “The 2020 Twitter Hack – So Many Lessons to Be Learned” by Paul D. Witman (California
Lutheran University) and Scott Mackelprang the authors discuss the mid-July 2020, the social
media site Twitter had over 100 of its most prominent user accounts start to tweet requests to
send Bitcoin to specified Bitcoin wallets. The requests promised that the Bitcoin senders would
receive their money back doubled, as a gesture of charity amidst the COVID-19 pandemic. The
attack appears to have been carried out by a small group of hackers, leveraging social
engineering to get access to internal Twitter support tools. These tools allowed the hackers to
gain full control of the high-profile user accounts and post messages on their behalf. The attack
provides many paths for investigation into the prevention, response, and impacts of
cybersecurity breaches.
2. In “A Taxonomy of Cyberattacks against Critical Infrastructure” by Miloslava Plachkinova
(Kennesaw State University) and Ace Vo (Loyola Marymount University) the authors propose a
taxonomy to organize existing knowledge on cybercrimes against critical infrastructure such as
power plants, water treatment facilities, dams, and nuclear facilities. Routine Activity Theory is
used to inform a three-dimensional taxonomy with the following dimensions: hacker motivation
(likely offender), cyber, physical, and cyber-physical components of any cyber-physical system
(suitable target), and security (capable guardian). The focus of the study is to develop and
evaluate the classification tool using Design Science Research (DSR) methodology. Publicly
available data was used to evaluate the utility and usability of the proposed artifact by exploring
three possible scenarios – Stuxnet, the Ukrainian power grid shut down, and ransomware
attacks. While similar taxonomies exist, none of them have been verified due to the sensitive
nature of the data and this would be one of the first empirically validated frameworks to explore
cyberattacks against critical infrastructure. By better understanding these attacks, we can be
better prepared to prevent and respond to incidents.
3. In “Subject Matter Experts’ Feedback on Experimental Procedures to Measure User’s Judgment
Errors in Social Engineering Attacks” by Tommy Pollock (Nova Southeastern University), Yair
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Levy (Nova Southeastern University), Wei Li (Nova Southeastern University), and Ajoy Kumar
(Nova Southeastern University) the authors discuss how distracted users can fail to correctly
distinguish the differences between legitimate and malicious emails or search engine results.
Mobile phone users can have a more challenging time identifying malicious content due to the
smaller screen size and the limited security features in mobile phone applications. Thus, the
main goal of this research study was to design, develop, and validate a set of field experiments
to assess user’s judgment when exposed to two types of simulated social engineering attacks:
phishing and Potentially Malicious Search Engine Results (PMSER), based on the interaction of
the environment (distracting vs. non-distracting) and type of device used (mobile vs. computer).
The conclusions, study limitations, and recommendations for future research are discussed.
4. In “Faculty and Advisor Advice for Cybersecurity Students: Liberal Arts, Interdisciplinarity,
Experience, Lifelong Learning, Technical Skills, and Hard Work” by Brian K. Payne (Old Dominion
University), Bria Cross (Old Dominion University), and Tancy Vandecar-Burdin (Old Dominion
University) the authors discuss the value of academic advising has been increasingly emphasized
in higher education. In this study, attention is given to the most significant types of advice that a
sample of cybersecurity faculty and advisors from the Commonwealth of Virginia recommend
giving to cybersecurity students. The results show that faculty and advisors recommended that
students be aware of six different aspects of cybersecurity education including the value of
experience, the need for lifelong learning, the importance of hard work, the need to develop
technical skills, the interdisciplinary nature of cybersecurity, and the need to develop liberal arts
or professional/soft skills. Implications of the findings include the need to embrace the advising
of cybersecurity students, the importance of helping cybersecurity faculty and advisors deliver
effective advising, and recognition that good advising is more than simply telling students which
classes to take.
5. In “Experimental Study to Assess the Impact of Timers On User Susceptibility to Phishing
Attacks” by Amy E. Antonucci (Western Governors University), Yair Levy (Nova Southeastern
University), Laurie P. Dringus (Nova Southeastern University), and Martha Snyder the authors
discuss how social engineering costs organizations billions of dollars as it exploits the weakest
link of information systems security, the users. It is well-documented in literature that users
continue to click on phishing emails costing them and their employers significant monetary
resources and data loss. The results indicated that a countdown timer set at 3-seconds
accompanied by red warning text was most effective on the user’s ability to avoid clicking on a
malicious link or attachment. Recommendations for future research include enhancements to
the PAT mobile app and investigating what effect the time of day has on susceptibility to
phishing.
We hope you enjoy this issue, and as always, please consider submitting a manuscript of your own to
JCERP.
Dr. Herb Mattord
Dr. Mike Whitman
Dr. Hossain Shahriar
KSU Institute for Cybersecurity Workforce Development
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